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Abstract

Integration of digital technologies into health-care is positively 
impacting health outcomes globally. Consequently, creating need 
for regulation to ensure proper usage and transfer of data in digi-
tal platforms, while promoting its protection and privacy of data 
subjects. This scoping review investigates state of data privacy and 
protection legislation globally and analyses its impact on eHealth 
research.

The review examines various legislations in terms of coverage, 
strengths, weaknesses and recommendations in the context of bio-
medical research. It employs a methodological framework based 
on PRISMA-ScR checklist.

Results indicate lack of harmonized data protection laws and ro-
bust data governance frameworks. There are limited safeguards to 
ensure security and ethical use of digital data in e-health research. 
There is also lack of clear legislation regarding the classification of 
encrypted data, and the need to simplify legal language to prevent 
non-compliance. Issues like, defining data subjects’ rights to opt 
out of data processing, establishing a consential age for data use, 
and protecting children’s data are inadequate in some legislations. 
There is also limited regulatory oversight, and insecure data trans-
fer methods.

Recommendations emphasize the need to encourage global 
enhancement of privacy standards and to treat data protection 
as a fundamental human right. Enhanced data subject privacy will 
foster scientific collaboration. Enforceable data subject rights and 
responsibilities for data processors that extend beyond territorial 
boundaries are recommended. Balancing privacy and data subject 
rights with advancing digital health research is the way forward. 
Unified bilateral or multilateral agreements to enhance data pro-
tection laws will ensure cohesive data governance.

Keywords: Data privacy; Data transfer; E-health research; Data 
Protection LegislationIntroduction

Globally, there is a bid to transform health outcomes and 
take health research to new frontiers through electronic health 
(eHealth), by utilization of digital devices and technologies. E-
health refers to Information Technology applications in health 
care, which also include m-health or the use of mobile tech-
nology for healthcare. It involves supporting public health prac-
tice using mobile devices, personal digital assistants and other 

wireless devices. Due to the shortage of healthcare workers 
in low-income settings, the adoption and use of eHealth and 
mHealth technologies are critical to enhancing equitable access 
to healthcare. Adopting digital technologies and innovations is 
providing health systems with capabilities for reaching vulner-
able population groups [1,2]. E-Health has gained global ac-
ceptance because it is innovative, cost-effective and can deliver 
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health interventions and information to remote, hard-to-reach 
areas. Nevertheless, e-health may remain under-utilized due to 
economic and technological challenges. Other challenges also 
include low technology literacy amongst intended users, lack 
of interoperability of eHealth systems, market fragmentation, 
weak regulatory framework, and possibly lack of understand-
ing on how to protect subjects’ privacy and confidentiality [3-5].

That not-withstanding, it is important to explore the chal-
lenges and possible mitigations in data use and transfer, as well 
as data privacy and protection, especially since implementation 
of data protection laws has taken shape globally [6,7]. Mhealth 
and mobile technologies represent a promising tool to increase 
healthcare efficiency and enhance service utilization [8]. They 
support healthcare, where they provide two-way communica-
tion and access to many health resources [9,10]. Additionally, 
technologies like health applications (apps) can extend well 
beyond the boundaries of a physical contact environment, for 
patients or study participants, as well as healthcare providers 
and researchers [11-14].

The uptake and use of digital technology for healthcare or 
health research initiatives has led to the emergence of an in-
novative field of information technology in health. There are 
multiple stakeholders in this field of research, whose roles span 
from developing evidence-based mHealth interventions for a 
range of physical and mental health conditions as well as re-
search applications [15-19]. While such applications substan-
tially improve health care delivery and enhance research, there 
is a need for regulatory procedures to ensure proper usage and 
transfer of data held in these digital platforms, while ensuring 
the privacy and protection of the data subjects [20]. It is imper-
ative for all stakeholders to understand that digital innovation 
also comes with digital risks that demand protective measures 
through Privacy Enhancing Technologies (PETs) such as the use 
of security software that supports encryption, firewalls, anony-
mization, spam filters, anti-virus and anti-spyware tools among 
others [21-23]. 

Digital health technology studies entail characteristics with 
which many researchers are unfamiliar and therefore, there 
should be close collaboration between various stakeholders at 
all phases of the digital project, which may involve various e-
health strategies [24,25]. These may include but are not lim-
ited to, conducting familiarization with telecommunication in-
frastructure and commercial mobile service providers so that 
researchers will not find mHealth projects to be towering and 
complex or out of their scope [26]. It is therefore important to 
build the capacity of researchers collaborating between Low 
and Middle Income Countries (LMIC) and High Income Coun-
tries (HIC) as well so that they may align well with the emer-
gence of Data Protection legislation in countries where digital 
research is conducted [27,28]. Explicably, data privacy can pres-
ent ethical dilemmas in the digital realm. It remains key to un-
derstand how the data flows, is stored and is shared while at 
the same time safeguarding the right to confidential personal 
information. There is, therefore, need to assess eHealth poli-
cies and regulatory frameworks that can guide sustainable and 
balanced data sharing and data protection [29,30]. Additionally 
in eHealth, key to data privacy, is also data storage.  Storage of 
data in the Cloud storage, where there is a shared virtual envi-
ronment, or in an on-site server, managed by the data controller 
or outsourced to an IT provider, elicits a raft of novel problems. 
Researchers must guarantee the security of the participant in-
formation in the storage environment to avoid external attacks 
that may compromise the data [32].

Several countries have put in place laws to protect health-
care data. Among these is the United States of America, that 
developed the Health Insurance Portability and Accountability 
Act (HIPAA), which establishes national standards to protect an 
individual’s identifiable health information, that was signed into 
effect in 1996. It emphasizes appropriate safeguards to protect 
health information and sets conditions on the use, disclosure 
and transmission to third parties that may be made of such 
information. Based on HIPAA, other countries have developed 
their own policies. The United Kingdom has the Data Protection 
Act of 2018 which controls how personal information is used 
by organisations, businesses or the government. The European 
Union, comprising of about 27 European Countries has General 
Data Protection Regulation (GDPR) which is a successor of the 
Data Protection Directive 95/46/EC which became defunct af-
ter the inception of the digital age. The GDPR which was en-
forced in 2018 aims to modernize data protection rules in the 
digital age, giving data subjects autonomy and a voice while 
dealing severely with entities that violate its guidelines. In Aus-
tralia, security of healthcare data is ensured under Australian 
Privacy Principles under the Privacy Act of 1988. In Japan, the 
Protection of Personal Information (APPI) Act was promulgated 
in 2003 and was fully enforced in 2005. It established a basic 
framework for handling of personal information in the public 
and private sector. A separate act enacted to deal with health 
data aims to ensure that a data subject’s information is pro-
cessed anonymously and securely for research [33,34].

LMIC countries face substantial challenges regarding the pri-
vacy of personal data due to the requirement of sizeable funding 
and technology to implement structures. That notwithstanding, 
in 2014, the African Union (AU) Convention on Cyber Security 
and Personal Data Protection adopted a legal framework meant 
to address cybercrime and data protection in Africa. This is 
known as the Malabo Convention and it is an important tool for 
protection of personal data as well as preventing cybercrimes. 
It came into effect in June 2023, after fifteen African countries 
ratified it.  (Angola, Benin, Chad, Congo, Egypt, Gabon, Gambia, 
Guinea-Bissau, Lesotho, Mauritania, Namibia, Niger, Sao Tome 
and Principe, Senegal, and Zambia) [35]

In Kenya, oversight of personal data is fragmented over a 
number of legislations; The Data Protection Act of 2019, under 
subsections 46 and 48, lays down the conditions for process-
ing personal data related to health and possible transmission of 
that data to another country. Although the Act was enacted af-
ter the Kenya National E-Health policy of 2016-2030, they seem 
to work in tandem, since the e-health policy mandate is to pro-
tect and regulate the use of eHealth in the collection, retrieval, 
processing, storage, use and disclosure of personal health in-
formation albeit without giving specific mechanisms [36,37]. To 
enhance data governance, the Digital Health Act was enacted in 
2023. This act recognizes data as a valuable asset in healthcare 
and health research and therefore defines transparent data use 
in three dimensions, of i) Value-why are the data collected? ii) 
Protection- How will data be stored, analysed and used? iii) 
Choice- How data governance works? [38,39].

This review focuses on utilization of digital technologies in 
health research and e-health as well as data privacy and protec-
tion in data use and transfer around the world. It examines the 
potential challenges and mitigations associated with balancing 
data usage and transfer while ensuring data privacy and protec-
tion. The review will explore issues such as adequacy of existing 
data protection measures, impact of data sharing on privacy, 
and effectiveness of safeguards in place. It aims to provide in-
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Author 
Ref. Year, 
Country

Type of  
Publication Legislation Purpose/coverage Strengths Weaknesses Recommendation

(43,44) USA Review Com-
mentary

-HIPAA 
-Common Rule 
(CR)

-To protect the 
confidentiality and 
security of healthcare 
information (HIPAA) 
-To protect human 
subjects in federally 
funded research (CR)

-Making the informed 
consent process better 
for research participants 
(CR). 
-Protection of special 
populations in research 
(CR)

-Sometimes the informed 
consent process can be 
complex to decipher 
for patients if not well 
handled. (HIPAA) 
-Communication barri-
ers and delays can arise 
due to fear of violations. 
(HIPAA) 
-Does not specify use of 
Private Health Information 
for Research Purposes 
(HIPAA)

-Inclusion of data governance 
clauses in informed consent 
documents. For instance, “Your 
data will be used for interna-
tional/collaborative research 
and may be moved and stored 
in controlled-access databases 
meeting international security 
and safety standards in another 
country (ies)”. 
-Holding data controllers account-
able for violations of privacy and 
security.

(45) (46) 
Turkey

Research 
Article

Law on the 
Protection of 
Personal Data 
(LPPD)

-Gives data subjects 
control over their 
personal data. 
-Outlines obligations 
of data controllers. 
-Provides elaborate 
guidelines on data 
transfer to third 
parties.

-Notification of breach to 
oversight authority. 
- Provides for registration 
of data controllers.

-Does not provide territo-
rial scope. 
-Does not set an age limit 
for consent. 
-Does not provide leeway 
for erasure of data.

-Revising of technical aspect of 
the health data management, 
terminologies, and regulations 
in Turkey especially for genetic/
genomic testing. These should 
enable secondary use of data in 
compliance with FAIR (findable, 
accessible, interoperable, reus-
able).

(47) Euro-
pean Union 
(EU)

Review

General Data 
Protection 
Regulation 
(GDPR)

-Provides for rights 
of the data subject, 
duties of data con-
trollers or proces-
sors and transfer of 
personal data to third 
countries (non-EEA 
countries). 
- Imposes penalties 
for breach of rights, 
security and privacy.

-Stipulates that a re-
search participant/data 
subject can explicitly con-
sent to a specific transfer 
of data after having been 
informed of the possible 
risks. 
-Stipulates that consent 
can be withdrawn any 
time, and blanket con-
sent is not valid. 
-Stipulates that consent 
to data transfer is dif-
ferent from consent to 
research participation, as 
it may involve additional 
risk for the research 
participant, where there 
is the lack of appropriate 
safeguards.

-Has very high compliance 
costs. The implementa-
tion of structures is quite 
costly. 
-The penalties of non-
compliance or breach are 
very high.

-Since not all countries possess a 
high standard of data protection, 
the European Union can encour-
age other countries to raise their 
privacy standards to a sustainable 
level. 
-The right to data protection 
should be treated as a fundamen-
tal right. 
-Granting research participants 
enforceable data subject rights 
and data processors, responsibili-
ties that apply beyond territories. 
-Bilateral or multilateral negotia-
tions and agreements for data 
protection standards when data 
are processed for biomedical 
research purposes.

sights into how institutions can navigate these complexities 
while ensuring sustainable collaboration and also to promote 
effective health research through digital technologies. 

Methodology

The review was guided by the methodology outlined by 
[40,42]. A bibliographic search was carried out in the Pubmed 
database and online as well for publications on legislation ad-
dressing data protection and sharing, internationally. A hand 
search of websites and Google Scholar for articles and publi-
cations using key words was also done. The publications con-
tained strengths and weaknesses in those legislations as far as 
data transfer and sharing, as well as data protection and privacy 
is concerned. The recommendations emanating from those 
publications were also explored. 

The screening processes were guided by the research ques-
tion, “What are the various legislations for data privacy and 
security, challenges faced and the possible mitigations of 
the digital data use and transfer in e-health research?” Only 

papers addressing data protection and transfer in eHealth re-
search were included. Data extraction included publication ti-
tle, year and type; country of legislation; challenges; benefits, 
Strengths, weaknesses, limitations, and recommendations. The 
results were reported using the PRISMA-ScR (Preferred Report-
ing Items for Systematic Reviews and Meta-Analyses Extension 
for Scoping Reviews) checklist.

Results

The following six steps were observed: (1) identifying the 
research question; (2) identifying relevant studies; (3) study se-
lection; (4) charting the data; (5) collating, summarizing, and re-
porting results; and (6) consultation. The PRISMA-ScR checklist 
was used to report the review results. 

Initial search yielded 182 articles. Of these, 5 were duplicates 
leaving 177 articles that proceeded to screening. Screening pro-
cess excluded 150 articles, leaving 27 articles that were consid-
ered for full-text review.  Of these, 16 articles were included.

Table 1: Main results of the various legislations for data privacy and security, challenges faced and the possible mitigations of the digital data 
use and transfer in e-health research.
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(48) Swit-
zerland

Research 
Article

1. The Fed-
eral Act on 
Data Protection 
(FADP) 
2. The Human 
Research Act 
(HRA) and 
the Human 
Research Ordi-
nance 
(HRO)

-Protecting fun-
damental rights 
and personal data 
processing of natural 
persons in Swit-
zerland by private 
persons or federal 
bodies, in the private 
or public sector. 
-Regulates how 
personal data is col-
lected, stored, used 
and transferred. 
2. Governs research 
involving human 
beings.

-Researchers are allowed 
to disclose sensitive data 
for scientific reasons, 
as well as process it for 
further purposes. How-
ever, researchers must 
ensure that the data are 
rendered anonymous 
as soon as possible, so 
data subjects cannot be 
re-identified. 
-Informed consent is spe-
cific and does not give a 
blanket permission. 
-Data subjects have to be 
informed about anony-
mization and pseudomi-
sation of data.

-Designation of a Data 
Protection Officer is not 
mandatory. 
-May not require explicit 
informed consent before 
processing data.

-Since most jurisdictions do 
not provide a clear definition 
about whether encrypted data 
represent a special category of 
data or whether it falls into the 
categories catered for, this should 
be clarified.

Canada

Personal 
Information 
Protection 
and Electronic 
Documents Act

-Sets the ground rules 
for how organiza-
tions collect, use, 
and disclose personal 
information.

-It allows data subjects 
to seek modifications 
or even erasure of their 
data. 
-It is not territorial in 
scope and applies even 
outside Canada.

-It has complex provisions 
and the cost of compliance 
may be prohibitive.

-Legislation should always be 
made easy to understand to avoid 
complexities which can be con-
fusing and difficult to interpret. 
This will help to avoid compliance 
problems.

Australia 
(49)

(PIPEDA) 
Privacy Act

-Protects individuals 
in relation to their 
personal information.

-The Act covers external 
territories and also ter-
ritories within Australia 
or Australia Privacy Prin-
ciples (APP) entities. 
-Categorizes credit, tax 
and employee informa-
tion as personal informa-
tion. 
-Emphasises that de-
identification does not 
remove the risk of re-
identification. 

-The Act does not consider 
IP Addresses as Personal 
Information. 
-Does not provide for 
keeping records of pro-
cessing activities. 
-Does not define the need 
to appoint a Data Process-
ing Officer. 
-Does not define privacy 
or terms of data protec-
tion.

-Should clearly define data 
subjects and give them greater 
autonomy to opt out of having 
their data processed. 
-Should also seek to establish 
consential age and provide 
more protection for the data of 
children.

(50) China Brochure
Personal Infor-
mation Privacy 
law (PIPL)

This law is targeted at 
personal informa-
tion protection and 
preventing personal 
data leakage.

-Data subjects given 
more rights own data. 
Free to request to edit, 
remove, restrict the 
use of their data, or 
withdraw consent given 
previously. 
-Stipulates conduct-
ing of regular audits of 
processing activities and 
personal information 
protection impact assess-
ments.

-Major social media cites 
in the world, are blocked 
in China.

While the PIPL contains many 
similarities to the GDPR, it is 
stricter on several fronts. Entities 
wishing to obtain or exchange 
data with China need specialised 
legal counsel.

(35) (51) 
Ratified by: 
Angola, Be-
nin, Chad, 
Congo, 
Egypt, 
Gabon, 
Gambia, 
Guinea-
Bissau, 
Lesotho, 
Mauritania, 
Namibia, 
Niger, Sao 
Tome and 
Principe, 
Senegal, 
and Zambia

Report/Con-
vention

African Union 
Convention on 
Cyber Security 
and Personal 
Data Protec-
tion (Malabo 
Convention)

-The Malabo Conven-
tion recognizes the 
right to privacy. 
-Provides a frame-
work for protecting 
personal data. 
-Signatories must 
establish data protec-
tion legislations and 
ensure that personal 
data is collected, 
processed, and stored 
securely.

-Emphasizes the impor-
tance of international or 
regional cooperation in 
curbing cybercrime and 
protecting personal data.

-The convention hinders 
data controllers from 
transferring personal data 
to a non-member state of 
the AU and they can only 
transfer personal data to 
a non-member state if the 
country has an adequate 
level of protection. 
- The convention is silent 
on health-related data.

- Ratification of an international/
regional agreement leading to a 
unified legislation similar to the 
GDPR of EU, to provide for pro-
tection of personal data because 
even if the convention has 15 
signatories so far, the particular 
legislations in the individual 
countries remain weak and not 
binding enough.
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(52) (36) 
Kenya Report Data Protection 

Act, 2019

-To make provision 
for the regulation 
of the processing of 
personal data. 
-To provide for the 
rights of data subjects 
and obligations of 
data controllers and 
processors.

-Provides for registration 
of data controllers and 
data processors. 
-Recommends a data 
protection impact assess-
ment. 
-Recommends data 
localization or storage of 
data in servers located 
within Kenya.

-Does not provide criteria 
for carrying out audits 
on the systems of data 
controllers and data 
processors.

-The Data Commissioner should 
develop clear guidelines for data 
controllers and data processors 
on the threshold required to un-
dertake a data protection impact 
assessment. 
-Clarity must be made, in terms 
of the relationship or harmony 
of the Data Protection Act with 
other laws pertaining to data 
transfer in Kenya.

(53) 
Nigeria Newsletter

Nigeria Data 
Protection Act 
(NDPA) 2023

-To regulate the 
processing of per-
sonal information and 
related issues.

-Has a retention principle 
where data processors 
establish clear data 
retention and deletion 
policies to ensure that 
they delete or anonymize 
data once it is no longer 
needed. 
-Provides that where a 
data subject is a child 
or lacks legal capacity, 
the data controller must 
obtain consent from a 
parent or legal guardian. 
-Data subjects have a 
right to revoke consent. 
-Precludes data control-
ler or data processor 
from collecting and/ or 
processing data obtained 
through Automated Deci-
sion Making.

- Does not specify a 
timeframe for conducting 
a Data Protection Impact 
Assessment prior to pro-
cessing the data of data 
subjects.

-Data Processors must assess 
their compliance status and strat-
egies on evolving data protection 
policies. It becomes an even more 
complicated in the digital age 
due to machine learning, artificial 
intelligence, among others.

(54) 
South Africa Act

Protection 
of Personal 
Information Act 
(POPIA)

-Defines personal 
data and prescribes 
duties for control-
lers and processors.

-Defines transparency 
to data subjects by 
data processors about 
data practices, lawful 
basis for processing, 
and implementa-
tion of appropriate 
safeguards to secure 
data and prevent data 
breaches.

-There is no fixed time 
frame for responding to 
data subject request.

-Establishment of a register for 
processing personal data.

(34) (55) 
Japan

Book 
Note

Act on the 
Protection of 
Personal Infor-
mation (APPI) 
2003

-This is the primary 
legislation that ap-
plies to the collection 
and processing of 
personal data.

-In case of a breach, 
there is a clear policy on 
informing the relevant 
authority as well as af-
fected data subjects. 
- Has use of individual 
numbers known as 
“My number” that is 
supposed to streamline 
service delivery for 
everyone.

-Does not have a require-
ment for Data Protection 
Impact Assessment. 
-Does not provide the 
data subject with right of 
data portability or right to 
object to marketing and 
profiling. 
-Does not impose any 
obligations on data pro-
cessors.

- A separate act exists to cover 
healthcare, research and medical 
strategy. A harmonization with 
the primary legislation is not 
clear.

Russia

Federal Law 
on Personal 
Data (No. 
152-FZ), 
adopted in 
2006.

It is the primary 
legislation govern-
ing the collection, 
processing, stor-
age, and transfer 
of personal data in 
Russia.

-Specifies Personal data 
and also special catego-
ries under personal data. 
-Does not have a territo-
rial limitation. 
-Has specifically defined 
categories of personal 
data.

-Provides for conditions 
where consent can be 
waived.

-Need to define the legal and 
ethical implications of using facial 
recognition and streamlining the 
requirement for certain types 
of personal data to be stored on 
servers located within Russia, 
which is facing challenges from 
businesses and international 
organizations. 
-There should also be addressing 
of concerns that the data protec-
tion law may conflict with other 
laws and regulations, such as 
those related to national security 
and law enforcement.
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Discussion and Conclusion

The results indicate that data privacy and protection is get-
ting prioritized all over the world and many countries have be-
gun to craft relevant laws and regulations on handling personal 
information and data. The legislations set out the conditions 
that must be met in the processing of personal data, the rights 
of data subjects, the responsibilities of the various stakehold-
ers involved in the processing of personal data, and the secu-
rity requirements that must be met, among others. From these 
legislations, the safeguards that have been highlighted for data 
transfer are;

1.	 The country where the data is being transferred should 
have commensurate laws as the country of the origin of data or 
there should be adequate data protection laws in the recipient 
country.

2.	 There should be a contractual agreement between 
data regulatory bodies in the two countries exchanging data, 
using a harmonized template.

3.	 There should be consent from the data subject and this 
consent should meet the following criteria;

•	 Voluntary and specific: Consent should be given freely. 
It should not be obtained through any coercion or undue influ-
ence. The data subject must specifically understand which data 
is being collected and processed, for what objective, and by 
whom.

•	 Informed: The data processor or data controller must 
provide to the data subject, clear, concise and complete infor-
mation about the data processing, including:

−	 The scope of personal data or information that they 
are collecting.

−	 The objective of processing the data.

−	 The intended recipients of the data.

−	 The data subject’s rights regarding correction, access, 
rectification, and erasure of their data. Right to object to pro-
cessing or transfer of their data and even the right to complain 
in case of perceived misuse of their data.

•	 Explicit and documented: Consent must be obtained 
in a clear way, in writing or electronic confirmation. Document-
ing the consent helps secure proof and evidence in case of fu-
ture disputes.

•	 Revocable:  Data subjects should have the right to 
withdraw their consent at any time without reprisals, and they 
should be provided with a simple and easily accessible method 
for doing so.

4.	 Permission from an established regulatory authority to 
carry out data transfer.

5.	 Encryption, anonymization, pseudonymization or re-
moval of personal identifiable information before data transfer.

6.	 Data controllers and data processors should appoint 
Data Protection Officers in their various jurisdictions in order to 
provide stakeholders with guidance on data safety.

7.	 The Data commissioner to routinely carry out audits on 
the systems of data controllers and data processors.

In the context of international collaborative research, various 

regulations demonstrate that data may be moved and stored 
in controlled-access databases that meet international security 
and safety standards, even in other countries. In case of breach 
and to enhance accountability, during transfer, data controllers 
should be held accountable for violations of privacy and secu-
rity.

In order to set global standards, countries with advanced data 
protection legislation, like the GDPR, of The European Union, 
can encourage other countries to elevate their data protection 
standards to sustainable levels through regional collaboration. 
Working towards unified legislations will be a key strategy for 
many countries, especially those from LMIC backgrounds for at-
taining international or regional agreement leading to unified 
legislation similar to the GDPR. Countries in Africa can negotiate 
around crafting a common data protection legislation that will 
protect the freedom and integrity of their people, based on the 
Malabo Convention. 

The right to data protection should be a fundamental right 
everywhere in the world because data is a modern day gold 
mine which should be harnessed for the well-being of all people. 
Different jurisdictions should support enforceable rights of their 
data subjects, including research participants, and data proces-
sors should have responsibilities that apply beyond territories. 
Negotiations and agreements establishing bilateral or multilat-
eral agreements for data protection standards in biomedical 
research should be emerging conversations in a technological 
new world. Simplified legislation that is straightforward to avoid 
complexities which may complicate compliance should also be 
encouraged. 

Data Subject Autonomy has come out quite strongly in most 
legislations reviewed here and there has been an attempt to 
define data subjects clearly and give them greater autonomy 
to opt-out of data processing especially when automated de-
cision-making is concerned. Protection for Children's Data has 
also come out strongly in a few legislations where they define 
the need to establish a consent age and provide additional 
protections for children's data. Specialized Legal Counsel have 
also been proposed where the penalties of non-compliance are 
quite heavy and punitive.

The need for Impact Assessments cannot be gainsaid as a 
safeguard for data transfer and some legislations have demon-
strated the need to have Data Commissioners providing clear 
guidelines for data controllers and processors on data protec-
tion impact assessments.

In some countries, fragmented data protection laws have 
made compliance challenging. Harmonizing these laws could 
benefit the future of data protection and data transfer. Particu-
larly, clarifying the relationship between separate acts covering 
healthcare, research, and medical strategy with primary legisla-
tion is essential to achieve this harmonization.

Under the provisions of the reviewed legislations, Institu-
tional Review Boards (IRBs) which are primarily charged with 
approval of scientific research studies, especially among human 
subjects, should put up structures to enhance legal and ethi-
cal safeguards in digital data privacy and protection in the use 
of the data, it’s sharing and transfer. It behoves IRBs to require 
that data handlers, data controllers and data processors in the 
realm of research, have consenting processes for data subjects 
that ensure proper safeguards for not only data use but also 
for data sharing and transfer, cross-boarders. Nevertheless, 



Submit your Manuscript | www.austinpublishinggroup.com Austin Public Health 8(1): id1023 (2024) - Page - 07

Austin Publishing Group

privacy protection should not compromise research productiv-
ity, progress or scientific collaboration. Legal and ethical tools 
can facilitate digital scientific research while protecting the in-
dividual research participant or data subject. Research entities 
can practice full disclosure and enter into appropriate data use 
and data transfer agreements with data subjects, for the lat-
ter to give the required authorizations. Before consenting as 
research participants, data subjects should be well-informed 
and fully understand why the data is being collected, how and 
where it will be used, in which files and formats it will be stored 
and with what level of security and in case of any unauthorized 
security breaches, what steps will be taken. Informed consent 
documents should legitimately bear a data governance clause 
alluding to availability, usability, integrity, privacy and security 
of the data used.

Summary Recommendations 

•	 Global Enhancement of Privacy Standards: Treat data 
protection as a fundamental human right and encourage glob-
ally synchronized privacy standards.

•	 Enforceable Data Subject Rights: Establish enforce-
able rights for data subjects and responsibilities for data pro-
cessors that extend beyond territorial boundaries.

•	 Unified Agreements: Promote bilateral or multilateral 
agreements to enhance data protection laws and ensure cohe-
sive data governance.

•	 Simplified Legislation: Make legislation easy to under-
stand to avoid non-compliance and complexities.
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